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VIV 16 hdéng bio mat anh
huong cao va nghiém trong
trong cac san pham Microsoft
cong bd thang 5/2023.

Kinh gtri: Cac don vi truc thudc.

Tiép nhan Cong vin sd 1163/STTTT-TTCNTT&TT ngay 17/5/2023 cia
S¢ Thong tin va Truyén thong vé 186 hong bao mat anh hudng cao va nghiém
trong trong cac san pham Microsoft cong b thang 5/2023.

Ngay 09/5/2023, Microsoft da phat hanh danh sach ban va thang 05 véi
38 16 hong bao mat trong cic san pham cuia minh. Ban phét hanh thang nay dic
biét dang chu ¥ cac 16 hong bao mat c6 mirc anh huong cao va nghiém trong
sau: (1) L hong bao mét CVE-2023-24955 trong Microsoft SharePoint Server
cho phép d6i twong tan cong thuc thi ma tir xa; (2) 02 16 hong bao mat CVE-
2023-29336, CVE-2023-24902 trong Win32k cho phép ddi twong tin cong thuc
hién tin cong nang cao dac quyén. L6 hong nay dang bi khai thac trong thuc té;
3) L hong bao mat CVE-2023-29325 trong Windows OLE cho phép d6i tuong
tan cong thue thi mé tu xa. L3 hong nay da dugc cong bd rong réi trén Internet;
(4) Lb hong bao mat CVE-2023-24941 trong Windows Network File System
cho phép ddi tuwong tan cong thyc thi ma tir xa; (5) L hong bao mat CVE-2023-
24932 trong Secure Boot cho phép d6i twong tin cong thuc hién tin cong vuot
qua co ché bao mat (Bypass). LO hong ndy d3 dugc cong bd rong rii trén
Internet; (6)Lo hong bao mat CVE-2023-29344 trong Microsoft Office cho phép
d6i tuong tan cong thuc thi ma tir xa; (7) Lo hong bao mat CVE-2023-24953
trong Microsoft Excel cho phép ddi tuong tan cong thuc thi ma tir xa.

(Thong tin chi tiét cac 16 hong bdo mdt co tai phu luc kem theo).

Nham dam bao an toan thong tin cho hé thong thong tin ctia cac don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S¢ Y té yéu cu cac
don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows co6 kha
nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tAn
cOng (tham khdo thong tin tai phu luc kem theo).

2. Tang cudng giam sat va san sang phuong an xt 1y khi phat hién c6 dau
hi€u bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh



bao cua cic co quan churc nang va cac to chuc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tan cong mang.

3. Trong trudng hop can dugc hd tro cac don vi lién hé Trung tim Giam
sat an toan, an ninh, thong tin mang (qua tong dai dién thoai 1022 hodc thuw dién
tie: ioc@ninhthuan.gov.vn).

S6'Y té thong bao va yéu cau cac don vi trién khai thuc hién./.
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG

SAN PHAM MICROSOFT
(Kém theo Cong vin sé ISYT-VP ngay I /2023 ciia S6' Y té)
1. Thong tin cic 16 hong bio mat
STT CVE Mo ta Link tham khio

- biém: CVSS: 7.2 (cao)

- M6 ta: 16 hong trong _ .
Microsoft SharePoint rr:;[}[ﬁs.égpes_rc.mlcrosoﬂ.co

1 | CVE-2023-24955 | Server cho phép doi tuong P

tan cong thuc thi ma tir xa.
- Anh hudéng: Microsoft
SharePoint Server,

guide/vulnerability/ CVE-
2023-24955

CVE-2023-29336
CVE-2023-24902

- Biém: CVSS: 7.8 (cao)

- Mo ta: 16 hong trong
Win32k cho phép dbi
tuong tdn cong thuc hién
tan cong nang cao dic
quyén. L6 hong nay dang
bi khai thac trong thuc té.

- Anh huéng: Windows
Server, Windows 10,11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29336
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-24902

CVE-2023-29325

- biém: CVSS: 8.1 (cao)

- Mo ta: 16 hong trong
Windows OLE cho phép
d6i twong tan cong thyc thi
mi tir xa. LO hong nay da
duoc cong bd rong rai trén
Internet.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29325

CVE-2023-24941

- Dbiém: CVSS:
(nghiém trong)

- Mo ta: 16 hong trong
Windows Network File
System cho phép dbi tuong
tAn cong thyc thi ma tir xa.
- Anh huong: Windows
Server.

9.8

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-24941

CVE-2023-24932

- Piém: CVSS: 6.7 (trung
binh)

- M6 ta: 16 hong trong
Secure Boot cho phép ddi

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-24932




tuong tan cong thuc hién
tan cong vuot qua co ché
bao mat (Bypass). L) hong
nay da duoc cong bd rong
réi trén Internet.

- Anh huéng: Windows
Server, Windows 10/11.

- biém: CVSS: 7.8 (cao)
- M6 ta: 160 hong trong

Microsoft Office cho phép https://msrc.microsoft.co

.. A . | m/update-
6 | CVE-2023-29344 do~1 ttsrlqng tan cong thuc thi guide/vulnerability/CVE-
tha 1 %4 2023-29344

- Anh huodng: Microsoft
Office, Microsoft 365.

- biém: CVSS: 7.8 (cao)

- Mo ta: 10 hong trong
Microsoft Excel cho phép | https://msrc.microsoft.co
dbi twong tan cong thuc thi | m/update-

ma tr xa. guide/vulnerability/ CVE-
- Anh hudng: Microsoft | 2023-24953

Office, Microsoft 365,
Microsoft Excel.

7 | CVE-2023-24953

2. Huéng dan khic phuc

Bién phap t6t nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong bao
mat néi trén theo huéng dan cua hiang. Quy don vi tham khéao céc ban cip nhat
phu hop cho cac san phém dang stur dung tai link ngu(‘A)n tham khao tai muc 1 cua
phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/5/8/the-may-2023-security-
update-review
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